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This study was conducted with the following objectives: (1) to investigate the patterns of online
shopping fraud targeting elderly individuals, (2) to examine current self-protection strategies employed by the elderly
to avoid becoming victims, and (3) to propose appropriate and practical preventive measures to address online
shopping fraud among elderly residents in the Song Roi Hong community, Thonburi District, Bangkok. The research
employed a qualitative methodology, utilizing in-depth interviews and documentary analysis to collect data. The
primary informants consisted of two groups: (1) ten elderly individuals and their families who had previously been
victims of online shopping scams, and (2) community relations officers from the Bukkhalo Metropolitan Police Station.
Research instruments included structured in-depth interview protocols and analytical frameworks for reviewing
academic and governmental documents. The findings indicate that the most prevalent form of online fraud
experienced by the elderly involved requests for advance payments before product delivery, without verification of the
seller's legitimacy. Contributing risk factors include low levels of digital literacy, excessive trust in others, and a
general lack of awareness regarding online fraudulent schemes. Currently, elderly individuals employ several
preventive measures, such as verifying the legitimacy of sellers, consulting with family members —particularly younger
relatives—before making purchases, and choosing cash-on-delivery payment methods to mitigate risks. Based on the
findings, the study recommends implementing continuous digital literacy programs tailored to the elderly population,
developing cooperative networks among families, community organizations, government agencies, and online
platform providers, and establishing accessible, user-friendly fraud alert systems and preventive mechanisms
specifically designed for elderly users. These measures aim to enhance the digital safety and overall well-being of
elderly individuals in the face of evolving online threats. Based on the findings, the study recommends the
implementation of continuous digital literacy programs tailored to the elderly population, the promotion of experience-
sharing related to falling victim to fraud, the establishment of cooperative networks among families, community
organizations, government agencies, and online platform providers, and the development and promotion of

accessible and user-friendly fraud alert systems and preventive mechanisms specifically designed for elderly users.
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