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This research aims to study the impact of the development and use of
artificial intelligence (Al) in military operations in term of cybersecurity. The analysis
focuses on how the implementation of Al in military operations affects cybersecurity
with both positive and negative aspects. The findings reveal that Al significantly
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TauAAN y AraanPARNALNANTENUARANUaananlbLaF(Kravchenko et al., 2024)

Attack Paradigm Attack Type Attack Impact
Spoofing Identity Authentication
Tempering with data Integrity
. : Repudiation Nor-Repudiation
© B Information Disclosure Confidentiality
Cyber Attack

Denial of service Availability
Elevation of privilege Authorization
Data misclassification False positive results by Al algorithms

Al Powered |Synthetic data generation |Fake information for user manipulation
Data analysis Al assisted classical attack generation
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Weaponized Al for cyber attacks. Journal of Information Security and Applications, 57,

102722. https://doi.org/10.1016/}.jisa.2020.102722
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4. nsnensenneloiues (Cyber Terrorism) N13IANATLLLANTAWNAGNATY

@
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sendnatsing YasTAugnaAIanT UNiRN1990 LasaIATINIZAUAN 7|(Lehto, 2015)
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wuaAn ey “Toynydseing” WWanaulul 1050 aninadineaniiaedn od
139 (Alan Turing) AlARN1TRANNUNANNETES Computing Machinery and Intelligence

o T o ' I a a Ny A | v X el
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v 1 1 :// dl [ % A L 1 % 1
wazliuendn daunuiuidursesdnssanysd wnldanuisauenuaslduunaaaiug

1 4
LAFRIANTIARIUNINAGRL (Turing, 1950) LEdNnNTNAdaLRAz/IuA1TIaNTalatnantin

1 & o
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2
[ o o/ =R c
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v
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FIN1ENN ASINANART uazngEnisAun Inanisiniulissuuansnsndeuuuninee
nsuiloymaesuyells (Anyoha, 2017)
1 = c o = - o= = L e
muﬂuﬂ 1997 @@jﬂ’]ﬁ‘ﬁl Favia wastlpas Wasan LIgunlegde " Artificial
. = ¥ ¥ a o‘://
Intelligence: A Modern Approach” Tmﬂmmimmqum’mmwmmmﬂmmqﬂizmwgmﬂu
Eangsny ANUNAzunAlaAaRT Aaliasdenissug n19mn nNsEEuTLATNIINIEIN

519 ) fawsiluTasBiannsating (microelectronic) laude ususdsaniainsed
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pENNILABFANTTNUYAS RN TatumdnendtAfiunaaay (Carnegie Mellon Universit)
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ansuniuarauian Tut A.e.1999 viuausgia lalil (Aibo) Tswmunlasuzunlail (Sony)
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dszmaiiu gnaiauliianeusmieudndiaas Hanniannevaned iveliaiuisouy
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405 (Statistics) anNN1IRAMUIMANTLAAIW LLM 38 "Large Language Model" (Tuiaa

d’ = a o‘d‘ o v v %
nerualug) fesnaielyandeshngngnimunlidlavazadrentmuywe lalu

|
= 1 I o

seauge Tnadqnyanunaialinaniawmasaiuisnrinaan “dnla” daganiansmuziiy
1 = o Y a [ e‘dJ 1 1A 1Y ¥
danauvizafya liaumaaiunyee d9ldldimasuadnlanaununalnansaassdonaiy
I o =2 [ % =] v ' =
WAgagaNDINI1sFuiNIA N uNNa ALY ANNFANYRIHITEY ALNNLANFAINNINLTUNTDY
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WAZYIALARTRSE AN LNAATUTaLFNN95 7|(Artit Sagoolmuang et al., 2023)
Tutl 2011 Apple (asa Siri Wiani iPhone 4s Aailusruuddasiataunanunsm

ﬁﬁ] o Y LL P2 zd o a 1 LL Ld o [ = 1
Tineurugldeinunisaunun widnazia1dansaflugesusninaaiunisvinaui ldanysally
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UNUTENA L6 Apple ﬂvLﬂ qﬁNuW@Ju’]LL@gﬂ?Uﬂ?\‘l Siri ‘ﬂﬂ’NW@LN@QLWQIM@']N’]?QW@U@H@Q
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LAPINEANIINTEANARTIAANE N lAvFals

Tull 2016 Microsoft 1laga Al 31 Tay T9aaNLULNUNAAUNUNTULAULY
wnasvasueaulail Tay aunsonanasaan wauauazynaan laet1alusssnais tne
Faufannislianauiudld at1slsinan nasanidladalduiu Tay Agnilansldeiu
iasannnisnavaueesn idwnnzan (Inandea, 2561)

1ud 2017 AlphaGo 289 Google laaf1edsedRmiansindlulanyes
Toynyrtsrhing Insamnsneausinauinsledusuuilareslanainauluinunisugedun
&NATY(BUIANTNFUNN, 2566)
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ilaqiii wasNsAUaMTIIAaN D Ras AR N 1sWILIat19saLias inldaNIn
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F11 29NN 2T NIANAN1H1FIINTIR (NLP) 11 11945194 ULA1ADINIIN 11N
(Language Model) Wazn159tANzIilATeasNtanIu (Parsing)

ANNANATYTad NLP lafuaanuanlandnesaiiles asannaaiudasnislunng
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A9 (Artit Sagoolmuang et al., 2023) AaaeingLd

ChatGPT asamfausnluieungAaniau o 2022 T8 ChatGPT tannainAdn
"Chat" Wa% "Generative Pre-training Transformer" Faluluinanisfimunlag OpenAl
nsldeulugluuaesunuendaaiuzin WA winsands mﬂiuiaﬂﬁgﬂﬁwuﬂﬁ
arNNInanantayaangumediin wazinnineuAad deys uasneunduetnaiu
89T MUTTELIIAIEUIIALTY AANHITLINITAUN UL Ntre]

uenaNMIRaL ANl uds ChatGPT faaunsanneulanainuanagtuiy
iy ldaya, Auaniat, uwsinlamalunisaieaaumus, Waulilsunsy, 219ununs
Uviaaifian, uanas, Anuardu, Alawun, wazidauunAn lugtuuusne andoy
(Thairath, 2024)

Claude Al {uLanwgsn Al 8aa38za nU3EN Anthropic R EIR ar r 1
wnAluladin1stsennanan1¥693nas (NLP) %u@]\i Vil ldaannsnaununiu Claude 167
atngiiusssntfuaziilsr@nsnan Claude gnaanuuuunliaiunsnldeulanainuane
TrnUszasd WU nremeuA1nIN N liAMLEEY wWaTN1ITEauANg o TnedAaN LT
IndlAeAy ChatGPT 284 OpenAl (Piasak, 2023)

a
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a9
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A - p an ° A o
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a 5 1 '

AT U218 oy lsrRng aenasaiiiad HN1IMARBIATLIANNIIINUNUNIAN1INUIS
Aefeyeynisehng lulnsenis "Survival Adaptive Planning Experiment" Tud 1991 (Yamin
etal, 2021) wazdin1simusenFzes o auiaaquiunugaasie sausinisai1eesdnanug
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a14m OpenAl latin1sFudalinsznsasnanunanigidrunidausanlunisimuniesedie
Teyoyrlsehing sandamzasiionudupstaendenivlaesuuuiaunasiaun nns
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ol = o A q 9 . = 9, o v o o Ao &
HRU' 99809 "nsimunvzaldanqs” (Field, 2024) DauddnazdaugdaiunianszyinaeqLsEma
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