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2.1.2 Open Systems Interconnection (OSI) Reference Model
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‘ All Data ‘

‘ Training data ‘ ‘ Test data ‘

| Fold 1 H Fold 2 H Fold 3 H Fold 4 ‘ Fold 5 ‘\

Spit1 | Fold1 || Fold2 || Fold3 || Fold4 | Folds |

Spiit2 | Fold1 || Fold2 | Fold3 | Fold4 || Fold5 |

spit3 | Fold1 || Fola2 || Fold3 || Foda || Folds |

spiit4 | Foid1 || Fold2 || Folda || Fod4 || Folds |

Finding Parameters

Spiit5 | Fold1 || Fold2 || Fold3 || Folda | Folds |/

Final evaluation ﬂ Test data

nnsznayl 4 K-Flod Cross validation
N1 https://scikit-learn.org/stable/modules/cross_validation.html
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A1N411% [Counting NATted Hosts by Observing TCP/IP Field Behaviors]
(Mongkolluksamee et al., 2012) wanadaunnsnaiialiluieisznisnaiuisndannlaann
ANBULN9119UT4 PID lussuutlfumnnsse

Sequential IPID: s2UULIRNNILILULAMUAAT IPID ATNANAUAMTLUA

K ] \ w =< - a o A
ATWANLNANAS TarNIEANNIFAazLRNIR R NN TNd lnagUnsnlinaaiuazia IPID
=§ =§ o [ % ¥ ] K o o [~3
N IPID mua1AuaNN130 WAuIanINaIALunNARLaraINisadas lunisl szney
Tl angda 5 Auansaziiulddwsiaziduiduunnaesdayaluusas session luusiaz

session AzdAN IPID Nizeariulyl

IPID sequence 128 seq.
70080 T T T T

TOUDD | S S

460060 -
3eae0
20000
10000 -

IPID value

r\l\‘

2]
8 L: ] 2008 308 480 5008 600

Packet arrival time{sec}

ndsznay 5 Sequential IPID
u: (Mongkolluksamee et al., 2012)

Incremental IPID: szuulfiiAnnsu19szuuafiean IPID Inanisiispn A
°o o . G @ 1o = = A : aal &
Auiuusiazuinfinias IneldAniatsunasiuaguniainauazidaunss 35n198aunsn
pranIsdlaasndnilameauiy IPID anaal Inalanizatnetinngnsaiansieses
a¥unnifianianiu angia 6 Aruatsaziuladnarlinesduibaonnousazdaesdne

wsiaz session waASLIWdYN session 1AN IPID Misiaitiasiu
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IPID sequence :28 seq.

350688

30000 /
25000 | / ]
20888 | A
15008 | #
10000 /
5080 |

[} 50 100 156 200 250 300 350 400 450
Packet arrival time{sec)

IPID value

Andsznau 6 Incremental IPID
AN (Mongkolluksamee et al., 2012)

Random IPID: szuuifjifnisuneszuulden IPID uwuugudmsuusazunniin
g n9gu IPID aunsndaalfuilgamannilsanadalnavin g lanfaanvzasiamiunig
Twazasunniinlaannau adelafisnn nasinduiienannlinislssnaududoulusiuaznig
a c v né’ < 2 ] a4 ' . IS
AassunniindANimeinae aangl 7 aziiuladnluusazARausias session JAn

IPID NgunszansaiuunususiAntiasgalilAunnganaandisatidsdays

IPID sequence :21 seq,

IPID value

108 200 300 400 560 608
Packet arrival tine(sec)

Anisznay 7 Random IPID

u: (Mongkolluksamee et al., 2012)
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Smart Home is No Castle: Privacy Vulnerabilities of Encrypted loT Traffic] (Apthorpe et al.,
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P: (Apthorpe et al., 2017)
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stuvvaaslnaniifiniuangunand 1oT uaehldld 10T HAonuuAnseiv @
d‘ v dl %3 e PR
Neadeslnenseainnisaenuuuienisldesuaesginsnl aanenu [Characterizing and
classifying 10T traffic in smart cities and campuses] (Sivanathan et al., 2017) wan9 LAY

d1gunsal loT dulasinfudaardedayalursadatasuinfauanslugili 9 (b) uay (c) @9
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49Avuanslugn 9 (a) iatindeyana loT wuazlild 0T usaniuaziiulidnfsunudeya

a

dowlnnjiieanngunsnilald loT

@
[
~

SR =53
e
o

Load (Mbps)
Load (Mbps)
o
o
Load (Kbps)

| ] o LTI HH‘II}IJHI Il II‘II\I”II

L o
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oM s @ ®
o

(a) Load: IoT and non-loT. (b) Load: loT only. (c) Load: LiFX light bulb.

! 4

nwilsznay 9guuivesTnaniiniuwaingunsal oT uasilaild 1oT
P: (Sivanathan et al., 2017)

Uaananisdesnssesalnaniniazas ainend oT diuginsniifluainend

a o dl P2 v 1 6 d” o L a 6 o A 1
Nnszylatan1enisdesnsidaceutn wuginsainontdinds ldadfinesuranguauas

a rdl v a [ v o ¥ d‘ Y a e
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2.2 Dataset
AW Sivanathan LAZLND Y [Classifying loT Devices in Smart Environments
Using Network Traffic Characteristics] (Sivanathan et al., 2019) #iauagadayag iy

nnsauunilszinngilngnl loT audnenienissudedeyaluiaradng Tnailasea¥ianis

D

L%uﬁiﬂlﬁﬂ@”mtﬁu%’@g@ﬁqgﬂm 10 Tneiuamaginsad loT fluAnsineiu 28 ’qﬂﬂ?ﬂfﬁﬁﬂuﬁiﬂ
w¥eniugUnsalilald loT fmnﬁu%’@g@ﬂ’w‘a‘?ﬁ'ﬂmﬂul,ﬂ%?hm:gﬂfﬁvm Fuiiteldlunsg
plGEee]

@qﬂﬂiﬂiﬁiwﬂum?wwﬁﬁaﬁ ainsal loT Usznaudsangundas (Nest
Dropcam, Samsung SmartCam, Netatmo Welcome, Belkin camera, TP-Link Day Night
Cloud camera, Withings Smart Baby Monitor, Canary camera, August door bell, Ring door
bell), nqualInduaznIninas (iHome, TP-Link Smart Plug, Belkin Wemo Motion Sensor,
Belkin Wemo Switch), ngN&u (Smart Things, Amazon Echo), NNt ulmasAnsNInaInIA

(NEST Protect smoke alarm, Netatmo Weather station, Awair air quality monitor), ﬂ@:u

aunsalaianynseiing (Triby Speaker, PIXSTAR Photoframe, HP Printer, Hello barbie,
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Google Chromecast) , mﬁmqﬂmzﬁ@mmmw (Withings Smart scale, Withings Aura smart

sleep sensor, Blipcare lood pressure meter) LL@::ﬂZ\jammmi‘V\l (Phips Hue @z LiIFX Smart

1
) 1
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v

W.A. 2559 uaneAsgli 11 Inedeyanielu PCAP Usznaudqadayavianuaigndsaanunn

a a

D

Terlsznavmasdauinaeunninuazdoyanaun
Data Collected for IEEE TMC 2018

24

[PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV]

[PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV]

[PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV] [PCAP] [CSV]

[PCAP] [C5V] [PCAP] [C5V]

nwilsznan 119undniudeyalu Dataset

2.3 MuddEAEata

2.3.1 A machine learning approach for loT device identification based on
network traffic analysis (Meidan, Bohadana, Shabtai, Guarnizo, et al., 2017)

JusAdefiaiauuusieenisitunaguneal loT uaglild loT sananniu

Tnensldnumsdeufeussesiieszyfglnsafidensdenielussunipiednalnantsld
unsaziiadediaannissulidunnana PCAP w13y package 7 lna e
melueredne lnaa1Aanisdaunn uuNlad 1P Aun1euasdanani uasunnea port Ing
Tmmﬁ’\‘iLﬂﬁ;ﬂﬁiﬁﬂmﬂi%uwiaméuﬁu (SYN) @uﬁmméﬁm (FIN) +TJ14918 session 289119
deurelaoutdeyaseniduaiudan Idur Single-session Multi-session classifier ua
Test set Lazlsziiunasedanig GBM, Ramdom Forest uaz XGBoost

2.3.2 Characterizing and classifying loT traffic in smart cities and campuses

(Sivanathan et al., 2017)

o

P A o A o =
Lﬂu\‘mm HWH\‘ILuummmﬂ@@mﬂmm TeUULATRUNE m\‘imumﬂ@:ﬂm NN
& a IS G | Y & K [ % a
?z‘U‘leLsﬁL'Llﬂ? Iﬁﬂﬂqﬁ‘QLﬂﬁ‘qzﬂig‘UULﬂﬁ“ﬂﬁmﬂ LL@%LL@@\‘]I‘MLV‘HG\‘I ANWIUSLANNNTNTBN
gin3alloT uazngAnssnresginnd Inenissausndays nnsiaauaesssuLLpTadne

AMNANNUIARBN TBINUAINENAY NAN1TARGIRLINTAL 10T 1nnda 20 gilnend
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2.3.3 Classifying loT Devices in Smart Environments Using Network Traffic
Characteristics (Sivanathan et al., 2019)

o v

a dl ' =2 o A 1 a %'/
Lﬂu\?’]‘LA’JQEWIHQLuuﬂﬂﬁ’l’]ﬂﬂ@ﬂﬂﬂﬂ naluszuuipsadng IAaN1IRA A

c ij/ agl o =X o 2 Gl 1
Q‘]_]ﬂ?m MIVNA 28 TU LazdUNANY AnsuenisldiunaluaasuesseuuATade i

=3 o

19AIN9T 6 LHAL WARTNAMANTTANNATRLIY WdNeaa port, N19udNIWa LazyARNNIWNNG
M9 2e9gnen] Lﬁfaﬁlﬁ’mmm@%ﬁwzuum%ﬁuqﬂmaﬂm Tnaldanidudas ﬁfqﬂmmﬁ'
LRANIEN

2.3.4 Counting NATted Hosts by Observing TCP/IP FieldBehaviors
(Mongkolluksamee et al., 2012)

uemidsed wanads waAnssnnIslieuzessruLAsetne neldlsinaes

TCP/IP tneisaiiudingnzil nsldeussuuipsadnaiiusmegingal Lﬁmﬁ”\ammqmaﬂmwmm
nsilAeuulaseesdn IPID ity

2.3.5 Detection of Unauthorized loT Devices Using Machine Learning

Techniques (Meidan, Bohadana, Shabtai, Ochoa, et al., 2017)

)}

1 v

a o =2 % o Gl 1 a
Wuanudaangaiiunenisaissuuanudaanianialuscuuepratng Tnal

q

qayaunng s nnsnszyginsninidu loT an1sessnsliniseydmnisldeu Tnseudds

Q9 a

AanaNnazl49Iun19Faus199ATe9 Tneli1191889n1999u0e Random Forest tngiag|lu

17219 supervised machine learning
2.3.6 loT device fingerprinting with sequence-based features Department of
Computer Science (Aluthge, 2017)
a o dl = ] v & dl ¥ o OI
Wueudsen dqagannnalunis aieszuunisszy adnand Nldwasanumi
= o o A o = o A o
AINNITETENANALURN packet maluswmmmw Iﬁ ﬂiﬁﬂﬁuﬂﬁﬂﬁ‘ﬂug“ﬂﬂx‘]Lm“ﬂxﬂﬁﬁﬂﬁj

35n19auunginenl Tnagdaya uazilFaumausislugluuuaey Packet-based uay

seqguence-based
2.3.7 A Smart Home is No Castle: Privacy Vulnerabilities of Encrypted loT
Traffic (Apthorpe et al., 2017)

v v
a o

a o ndl [ o ¥ A | o ' dl
N[N §1999 8N UENNT MU TTULIATATNY mﬂﬂﬂﬂﬂ?m Tulsazdu ian

u 10T waglaild 10T Aaaaruisaasiapnuiudousavasd ldiuginend Deuddndaya
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28N1TALUUNITIAE
Tunsvinddsluasallfaduldanfiunisandunaunsil AaLATaNgndaya
a8nUULNIIMAReINaAN NG ANITNTe9gLNTnl 10T uazaF1euuuanaed ML Aneiive
ueinuezszdegingnd loT wiansia e ulss&nENINNNINeIUIILLILIA 1A DI LA A
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3.1 MSAABTLNLATENTAYA

\Haasnanielu PCAP IWdilludeyaresginsnlnendedayanfaniuly
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A ] 1 o=l nI/ =& o U ] = % Y v
wisadne wazusazaNiAudeyailungn 24 dalusasandusasminnissandeyalinias

a
v

Tunisgan ML Tuiea Inaddumnaunansadl 1. ualna PCAP ¢119 24 91 aandulnaay 10

©

w17, 2. ariadaya PCAP TWa 10 unilwagTugil Csv TWa 10 wad, 3. nasuaning csv 10
i uldtenreusiazginanl 4. sandagalunn 10 ufizesusiazglnsafiiearadu
1 sample 184 dataset
3.1.1 utivlwd PCAP 819 24 dalusaaniflulvgas 10 und
PCAP Irl&haaieng 24 dalu 5uﬁﬁf|’mgamqﬁuvl,ﬂ wazqnLlssaIAgNATY
vasemiiaenisuenuzzgUnsnlldluszuznandiudu adldude Peap deenidulnates
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PCAP siuaiiuaaniiulnatiasnanuenn 600 3uNminhu
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Awilsznan 12 nasimuLialng PCAP aandlulnaas 10 Wi

3.1.2 anmdayaain PCAP Wa 10 uniilvaglugy csv 1Wa 10 wn¥
Wasanndayauuy PCAP Waduldaraanlunisldsruaa ML model

Tneinss azvinlisasanaandayandaanisain PCAP e aanunliatlugiliuyu CSV Lina

¥

o d‘ a2 o aal’ A dl Yy 2’/
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‘Lummﬁm%’msﬂ@ Network layer LLaL Transport layer a1 Packet M ldRae
Python Library 841 Scrapy tagazin1981udayanimnINsIuaI9aInusiay Packet Tne
¥

dayausiaz Packet aziilu 1 unqlu CSV g inlilanadnsidulna CSv ae9 PCAP lulai

= = dl v e 1 1Y o
HUAINENT 10 UN GNI‘I’]EISLLHJ?ZWBUﬂﬁﬂﬂﬂﬁ‘m&ﬂﬂ”‘]ﬂqm’lﬂﬂu

o ¥ a A ¥
179 1 @mmuum@wmﬂ@mmﬂh

a1AU  Field name Description

1 Source IP address UNELAY IP Address 1e45aTRA
2 Destination IP Address nNeLad IP Address mmi{”‘u ”’ﬂﬂ;lj@
3 Source Port UNELAY Port TBIAUNEAS

4 Destination Port UNELAY Port J84AUN 1LY

5 IPDI “NELAT IPID 188 packet

6 IP packet Length AINNEINURN IP packet

7 Proto N8N Protocol

8 TCP seq mu1eLa TCP sequence number
9 Source Mac Address NUN2LAT MAC AN

3.1.3 msuanlna csv 10 wil lulWadesvausazgingnl
dlesandesnisdeyaresusiazglnsaliialdlunisaeuy ML model lu
fupeuiianinnsuanuadesyarswudazgUnaniann Csv 10 wi Widu d Csv vesusiaz
aunsnl faanslddaya MAC Address 7t Dataset 13t 131% sauanslunisednuans

denalild vddayaresusavginsniludasaiusas 10 win
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Sl sedeginsal MAC ADDRESS

1 Smart Things d0:52:a8:00:67:5e
2 Amazon Echo 44:65:0d:56:cc:d3
3 Netatmo Welcome 70:ee:50:18:34:43
4 TP-Link Day Night Cloud camera 4:f2:6d:93:51:f1

5 Samsung SmartCam 00:16:6c:ab:6b:88
6 Dropcam 30:8c:fb:2f:ed:b2
7 Insteon Camera 00:62:6€:51:27:2¢e
8 Insteon Camera e8:ab:fa:19:de:4f
9 Withings Smart Baby Monitor 00:24:e4:11:18:a8
10 Belkin Wemo switch ec:1a:59:79:f4:89
1 TP-Link Smart plug 50:c7:bf:00:56:39
12 iHome 74:c6:3b:29:d7:1d
13 Belkin wemo motion sensor ec:1a:59:83:28:11
14 NEST Protect smoke alarm 18:04:30:25:be:e4
15 Netatmo weather station 70:ee:50:03:b8:ac
16 Withings Smart scale 00:24:e4:1b:6f:96
17 Blipcare Blood Pressure meter 74:62:89:00:2€e:25
18 Withings Aura smart sleep sensor 00:24:e4:20:28:c6
19 Light Bulbs LiFX Smart Bulb d0:73:d5:01:83:08
20 Triby Speaker 18:b7:9e:02:20:44
21 PIX-STAR Photo-frame €0:76:d0:33:bb:85
22 HP Printer 70:5a:0f:e4:9b:c0
23 Samsung Galaxy Tab 08:21:ef:3b:fc:e3
24 Nest Dropcam 30:8c:fb:b6:ea:45
25 Android Phone 40:f3:08:ff:1e:da
26 Laptop 74:21.68:81:69:42
27 MacBook ac:bc:32:d4:6f.2f
28 Android Phone b4:ce:f6:a7:a3:c2
29 IPhone d0:a6:37:df:al:e1
30 MacBook/Iphone f4:5¢:89:93:cc:85
31 TPLink Router Bridge LAN (Gateway) 14:cc:20:51:33:ea
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3.1.4 sandayalunn 10 wifigsrailu 1 sample 289 dataset
WataFanszuaunisuanndusazgilnsniudaazinnan lavialwaiuun
A matavasdayaluusaslidaanuniily 1 sample lugadayadmiunisaau ML

Model Ingifiayad lAuansfiamnsamuans

o

;1974 3 IeTennaNRrestoyandaiuu 1 sample

a

Field name FILALLALAUDIAUANLR

1 Number of Flow 111149711421A597 Source IP, Destination IP, Source Port,

Destination Port LLALUNNEILAT Protocol 1839 packet

o

(Proto) HALANANTL

2 v
o

2 Number of Packets Wluauau packet MARTWRIUNANTe T8 10
e,
WANNHIUNA
3 Avg Packet Size ARALITBNTUIATDY Packets TT9319879)N 10 WA
4 Max Packet Size ANNGINAATDITUIATEY Packets Tuta91987%)n 10 W1
5 Min Packet Size ANTIANNAATBITUIATDY Packets TUT9a19819N 10 WA
6 SD Packet size ATNNEEFIUIBNTUIATBY Packets TTIIAWN 10 W7

7 IPID_DIFF_negative_ratio ATANNLANANNTZMINNLITANTUNNNEaINanaI189

IPID

8 Label Tiinaedgunsnd

lunsAuaAIMINan AR IR Library Numpy 114a11 Python

]
[ 1 % [ %

ausuAnAasldannanlaidunidsAann IPID_DIFF negative_ratio 1luA1Adn3aaAn

1
[ %

Tunileusnsdnraeen s asuuacaes IPID Aefinansluumii 2 @4 IPID S&nmy
N19YNNUAAIEE 3 WULA® Sequence, Incremental , WAy Random Tmeien
IPID_DIFF_negative_ratio Azl lun1suaniieaaauansneaagiiuunisiivus 1PID 999
gunsnllsiazaiin TmﬂmiﬁﬂmmmﬁiN(Diff)LmﬂsJﬁimﬁmﬁ n 1e9daya IPID FeAnda
numpy.diff() anuurIndndaueadAn Diff Aiduauras Diff fanun afifaat e

N T ULAAIAIALAN
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def find_negative_ipid_ratio(x):

print("IPID: ")

print(list(x))

IPID_DIFF_array = np.diff(x)

print("IPID Diff: ")

print(list(IPID_DIFF_array))

IPID_DIFF_array = IPID_DIFF_array[(IPID_DIFF_array < 0)]
print("Negative Diff value: ")

print(list(IPID_DIFF_array))

IPID_DIFF_negative_ratio = len(IPID_DIFF_array) / len(x)
print("Ratio of Negative Diff Value")
print(IPID_DIFF_negative_ratio)

AaaLiNeN1911AN IPID_DIFF_negative_ratio

o

nsaiiilu Random IPID uanasiagilfl 13 uazilAsneefail

Example of Random IFID

50' . [ ] .
® ™
b ™
.
40 ° . *
° .
® .
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° .
£ ™ b
., b

] ™ &
=N [ ] ™
= ™

20 4 b .

® ™
. * . ¢
10 A ° . .
® ™
e ®
® .
bl ™
0 [ ]
o 10 20 30 40 50

Arrival of Packets

nnilsenay 13 Fvean1991a89A7 IPID wLIL4H
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IPID:

[28, 25, 27, 3, 23, 16, 37, 9, 32, 13, 30, 42, 2, 39, 11, 45, 7, 14, 31, 20, 22,
12,1, 4, 34, 21, 17, 46, 35, 15, 10, 5, 48, 40, 44, 6, 0, 49, 33, 41, 47, 19, 24, 26, 18, 36,
29, 38, 8, 43]

A1 IPID Diff:

[-3, 2, -24, 20, -7, 21, -28, 23, -19, 17, 12, -40, 37, -28, 34, -38, 7, 17, -11,
2,-10,-11, 3, 30, -13, -4, 29, -11, -20, -5, -5, 43, -8, 4, -38, -6, 49, -16, 8, 6, -28, 5, 2, -8,
18, -7, 9, -30, 35]

Negative Diff value:

[-3,-24, -7, -28, -19, -40, -28, -38, -11, -10, -11, -13, -4, -11, -20, -5, -5, -8,
-38, -6, -16, -28, -8, -7, -30]

Ratio of Negative Diff Value:

0.5

o

nsaliTlu Incremental IPID uansdsgi 14 uaziAnsineysadl

Example of Incremental IPID

%

20 ...,o
10 ...o"

10 20 30 40 50
Arrival of Packets

= -

Awilsznal 14 sratinanisFeaiuaesan IPID Tudasny Incremental



27

IPID:

[0,1,2,3,4,5,6,7,8,9,10, 11,12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46,
47, 48, 49]

IPID Diff:

1,111,111, 11,111,111, 1,1, 1,
L1111, 1,11, 11,1, 1, 1]

Negative Diff value:

[]

Ratio of Negative Diff Value

0.0

nieaasaziiuladnlunisil Random IPID aziiAn Ratio of Negative Diff

MiluAray dauansfsdnisilasunilasnesan IPID Mdasulduuugy wilunstlans

Incremental IPID axWU31H AN Ratio of Negative Diff ALl 0 1iasanndagya IPID A0
QI 42/ = d! o v 1 U 1 dla o 1 o v o

isaunazuilerinliiANLane19szudegaed IPID NAafududAuananeyinlia o

184A1 Diff MiduauiAdu 0 1WeNINIUNAN Ratio of Negative Diff uaqaslaAdu o @4

AN Ratio of Negative Diff #azgnldlunisuandnuuzaes IPID 18dusazgiinsnl

3.2 MsfNTIauazNIsARLRaNTaya dataset

nfeanmswizndeyadedeya 1 record danndayairiadie 10 wiilaaus
@:qﬂmmiﬁ%’mﬂ@ﬁﬁmu%\mm 41,708 records InguimugLnsnlldfenisamuans az
LﬁuVLc%’fjﬁmmﬂmmﬁuﬁ@imqu%’mﬂ@ﬁﬂwmLL@zVL:u'mmmm&’wé’umﬂ%ﬁ@zﬁﬂu ML

model

M1979 4 218019 sample 183uAAzgUNTA]

Haginsnl AU record

Smart_Things 2817

HP_Printer 2817
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%Qﬂﬂmf Q719U record
Amazon_Echo 2817
Samsung_SmartCam 2817
Dropcam 2817
Belkin_Wemo_switch 2817
Belkin_wemo_motion_sensor 2817
Triby_Speaker 2799
Netatmo_weather_station 2227
Withings_Smart_Baby_Monitor 2101
TP_Link_Smart_plug 2100
Samsung_Galaxy_Tab 2056
Withings_Aura_smart_sleep_sensor 2035
Light_Bulbs_LiFX_Smart_Bulb 2032
Insteon_Camera 2030
TP_Link_Day_Night_Cloud_camera 1815
PIX_STAR_Photo_frame 1162
iHome 1044
TPLink_Router_Bridge_LAN_Gateway 248
Laptop 155
Android_Phone_2 49
Withings_Smart_scale 37
MacBook 27
Android_Phone_1 27
NEST_Protect_smoke_alarm 22
iPhone 10
Nest_Dropcam 5
Blipcare_Blood_Pressure_meter 4
MacBook_Iphone 3

Insteon_Camera_2
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Smart_Things 2817
Amazon_Echo 2817
Samsung_SmartCam 2817
Dropcam 2817
Belkin_Wemo_switch 2817
Belkin_wemo_motion_sensor 2817
Triby_Speaker 2799
Netatmo_weather_station 2227
Withings_Smart_Baby_Monitor 2101
TP_Link_Smart_plug 2100
Withings_Aura_smart_sleep_sensor 2035
Light_Bulbs_LiFX_Smart_Bulb 2032
Insteon_Camera 2030

3.3 nMsAnEANEMzUad IPID 22991 nsaifiida 1wl sample 4l 2000 Records
e liiiuansuzaed IPID 2899Unsnisne §adalavianeu IPID 2esginsnl

L ARN RN TIAUANS



A1974 6 faeeieanEly IPID vesginnd

30
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IPID Behaviour

Description

Smart_Things

27140

27120

27100

fawis: Numoer of IPID

27080

27080

Smarl_Things_IPID

Incrementa

I 1PID

n 20 30 4a 50 B0 70 an
X axis: Grder of Packet
Amazon_Echo Sequential
Amazen_tcho_IFID
e —
0000 I PI D
.
SUUL0
-
x ™
i
E
B
-
70000
19000
S
A axis: Drder of Packet
Samsung_SmartCam Sequential
Samsung_SmartCam_IPID
HODOO e I PI D
w
240000
é:uouu .
-
: i
20000
10000
"
o .

X-anis: Order of Packer
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funsnl

IPID Behaviour

Description

Dropcam

Dropcam_IFID

Incrementa

| IPID
29700
iz%uu
5
= 29500
:
29100
29300
Heaxs: Order of Packer
Belkin_Wemo_switch ek e 10 Sequential
34OEDD
z e
2
= - .
ke -
>2CID[\U
bl
1a000
- e
s w L e
o 0 100 130 200
®axis: Grder of Packet
Belkin_wemao_motion_sensor _ _ Sequential
_ | - Belkin_wemo_mation_sensor_IPID
IPID
. .
50000 e
o
T 40000
s oy,
H - R
éannnn e
= o
20000 .
U000
b o
o 50 100 150 200 250

N-anis: Order of Packet
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IPID Behaviour

Description

Triby_Speaker

Triby_Speaker IPID

D R I S IS I A A

32500 «

30000 -

27500 «

25000 -

Y-axis: Number of IFID

22500 1

20000 -

17500

.

+

o 5 0 15 20
X-axis: Order of Packet

Incrementa

[ 1PID

Netatmo_weather_station

Netatmo_weather_station_IPID

19713 - .

1312 .

19711 - .

2810~ .

s N of IO
i
.

B 18008 - .

-

19707 - .

1306 - .

19705~ .

1 H El 4 s & 7 [ s
K i Orden 0l Py

Incrementa

I 1PID

Withings_Smart_Baby_Monitor

Withings_Smart_Baby_Manitor IPID

15000

14000

13000

Humber of IPIL

= 12000

t ai

11000

10000

0 ELY an 60 B0 100
X-m05: Ordder of Packet

120

Sequential

IPID
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IPID Behaviour

Description

TP_Link_Smart_plug

Incrementa

42.575e4 TP Link Smart plug IPID
5
[ IPID
2
o 3 -
2
g
E
E
N
Withings_Aura_smart_sleep_senso Aihings Adt <t scep sensor D Sequential
60003 - Ll
r S IPID
50009
-
;l'wuuu -
20009 -
10000
-
Q e S0 FE) 100 125 P 1/5
X-axis: Order of Packet
Light_Bulbs_LiFX_Smart_Bulb bl S0 Incrementa
[ IPID
12450 *
2 .
s
E 12980 .
: .
= .
g 12475 *
E: .
.
17470 -
12465
.
0 5 10 15 70

K antis: Oreler of Packet
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Qﬂﬂ?ﬂi IPID Behaviour Description
Insteon_Camera eon Comera Sequential
£0000 |P| D

50008

a00an

or of IFID

£ aooow
2
ha

200an

10008

H-axis: Order of Packet

3.4 N1TNARAY

¥
o

TunsadetianisAnwAainannsnlunisuenuezgunend loT afns1efan
ML model ﬁi’mﬂﬁixﬂﬂu Aae Random Forest, Support Vector Machines (SVM), Naive
Bayesian,ila¥ K-Nearest Neighbors taeilddayanqipsadng 7 ainhaulatlsznaudas
Number of Flow, Number of Packets, Avg Packet Size, Max Packet Size, Min Packet Size,
SD Packet size, wa¥ IPID_DIFF_negative_ratio %aﬁﬁmn@m%’ﬂyjm:ﬁu Network Layer
WAz Transport Layer Wi Ineidfaya IPID_DIFF_negative_ratio ﬁuﬁu%yj@ﬁ;ﬁﬁﬂ@?’m
SuniteldluntsueandnEnizaed IPID
Foilunmeaesiiaziiianimaaeseanidu 2 unAen1sa31s ML Model #s
4uvukougadeya Adseneudas IPID_DIFF_negative_ratio uazlusan
IPID_DIFF_negative_ratio 1itauFayifietls=@nan1nans Model s11d1an514 Feature 7
a1 stunaiulsld lnnmmaaesivnnmaaasingsin 5 Fold Cross Validation ANt

MALRALURFMTIR TnefiTdnluaulsenausae Accuracy, Precision, Recall, F-1 score

Aauanslugiln 15 A1uans
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Round 1 Round 2 Round 5
Fold 1 Fold 1 Fold 1
Fold 2 Fold 2 Fold 2
O Fold 3 Fold3 | .| Fold3 | AVo8 o mance
Fold 4 Fold 4 Fold 4
Fold 5 Fold 5 Fold 5

l } }

) SUM, RF, KNN, SVM, RE, KNN, SVM, RF, KNN,
[] Testing Set Naive Bayes Naive Bayes Naive Bayes

[] Training Set

Asznau 15 N3N Cross Validation w11 5 fold

o

luN19nAa8IN19a5INLLLAa89N13UY HRde lauwsdaayatianisvi

u
'

Stratified K-Fold cross validation 8an.111 5 d9ulNanagalA NurueAnduanlunig

U o ] o v dl |dl ¥ dl Yo i’/
ATWLULUINANNIINIUILNULIAUBYALNDNITNARADL LLﬁlL%'ﬂ\i@’]ﬂ?]@?;lj@ﬂiﬂ?‘]_lﬁ\l’]uul,ﬂu

Q

¥ 1 | [

ayanNanuaunsTunng liaiuasaniusasldein Stratified K Fold Cross Validation

Wautladymnisaulsglifameudeyamuliidsuunmiiu uazlunasiaildiu

111141N sklearn library waziaanld Parameter sine-iluuuiLipn default isusm

from sklearn.model_selection import StratifiedKFold
skf = StratifiedKFold(n_splits=5, shuffle=True, random_state=20)

anlszney 16 sietnanisiaanldenu Skieam Library
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HANITNA[RY

4.1 HaN19NARBILTERNENIWNNTHSULLINRRINTN U e lagsAaInNNg bFau
AMANLR IPID Negative Ratio
4.1.1 K-nearest Neighbors
UNTNARBINIIAI LA AN YNt HAN MARadAn accuracy
w1l Stratified K Fold Cross Validation ‘IZVQ 5 m%ﬂmﬁmﬁwﬁrﬁfa 0.994 0.994 0.996 0.994

WAz 0.997 ANNANAL fold Aauanslugli 17

KNN NO IPID accuracy
1.04 0.994105 0.994104 0.996276 0.994414 0.996587

0.8
0.6 1
0.4
0.2
0.0 -
=l o~ L3 n

m
K-Fold Cross validation Number

=}

Percent

nmilsznay 17nWudndAn accuracy 189n1519991A7 IPID Tn17l1997% K-Nearest
Neighbors

UNNINAREINITAFNLLILAaBINN Ul dR AN AR D9AN precision

i1 Stratified K Fold Cross Validation %\‘1 5 ﬂ%ﬂimﬂﬁmﬂﬁwﬁrﬁﬂ 0.994 0.994 0.996 0.994

Az 0.997 ANANAL fold Aauandlugiln 18



Percent

1.0

[l

o

0.8

o
o

o
S

0.2

0.0

KNN NO IPID precision

0994128

0.994132 0.996279 0.994427

0.996592

[a] m
K-Fold Cross Validation Number
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A nlsznay 18 naNLaRAIAN precision 229075 1971A7 IPID lnnglaldanis K-Nearest

Neighbors

Tun1maasenisaFrauuuanassni sinuadulinanimaassan recall

W1l Stratified K Fold Cross Validation 914 5 as4lnsiinadansAa 0.994 0.994 0.996 0.994

Az 0.997 muaNsL fold Aananslugiln 19

Percent

Awlsznan 19 neianaAn recall 189019 1d911A1 IPID lunn9ld 19911 K-Nearest

1.0 4

[l

o

0.8

0.6

0.4

0.2

0.0

KNN NO IPID recall

0.994105

0.994104 0.996276 0.994414

0.996587

[a] m
K-Fold Cross Vvalidation Number

Neighbors

1UN19INAABINITATLLLANADININ WU ANANIINARAIAT f-1 LI

Stratified K Fold Cross Validation 4 5 AsalaailadwsAa 0.994 0.994 0.996 0.994 LAY

0.997 ANAIAL fold AsuantlugLi 20
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KNN NO IPID f1
104 099411 0.994099 0.996275 0.994414 0.996588

0.8
0.6 1
0.4
0.2
0.0 -

K- Fold Cross Valldat\on Number

=}

Percent

Andsznau 20 neuansAn -1 1a9n13lde1A IPID Tunislad 19911 K-Nearest

Neighbors

4.1.2 Naive Bayesian
un1ImeaeIN13diguLLa1aa9N 3Nl laNan1INAa8 AN accuracy
W1l Stratified K Fold Cross Validation 914 5 as4lnsinadansAa 0.863 0.861 0.923 0.867

uaz 0.925 ANAAL fold Aauanslugila 21

gNB NO IPID accuracy
0.923196 0.924583

0.863481  0.860512 0.867339
0.8
0.2
0.0 -
n

K Fold Cross Valldat\on Number

=}
o

Percent

o
'S

nwdsznau 21 naluaneAn accuracy a84n131da AN IPID Tun1sldl491 Gaussian

Naive Bayes
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Tunnmeaesn1saiauuLataesn1sinwesllinan1Imaaedsn precision
W1 Stratified K Fold Cross Validation 114 5 asqlpadnadnwsaa 0.83 0.827 0.922 0.834

uaz 0.926 ANNATAL fold AauanslugLi 22

gNB NO IPID precision
0.922279 0.925826

0.830766 0.827178 0.833646
0.8 1
0.6
0.4 1
0.2 1
0.0 -
— 1]

o~ ~” -
K-Fold Cross validation Number

Percent

Anlsznay 22 nsNLaRIAN precision 289191 9N1AN IPID lnnglaldanis Gaussian

Naive Bayes

Iumiwmammm%’wLLuuﬁmmmsﬁmwﬁuiﬁmmiwm@mﬂ"} recall
Wil Stratified K Fold Cross Validation %14 5 AsalpsiliuadanwsAa 0.863 0.861 0.923 0.867

waz 0.925 ANANAL fold Auandlugiln 23



Percent

0.8

o
o

o
IS

0.2

0.0

gNB NO IPID recall

0.863481

0.860512 I .is

0.923196

0.924593

K Fold Cross Valldat\on Numher

I
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nndsznau 23 nsNuwaReA recall 189n7151d911A IPID lunslaldenss Gaussian Naive

Bayes

Tunnmmaaeanisafeuuuaraeaniminuatiulinan1maanean -1 wuw

Stratified K Fold Cross Validation %14 5 asalasilinadansAa 0.833 0.832 0.916 0.838 LAY
0.918 M uaNAL fold AaLanalugiln 24

0.8

o
o

Percent

o
IS

0.2

0.0

Awlsznal 24 neanaAn -1 189013 14911A1 IPID l1nnelud 199114 Gaussian Naive

gNB NO IPID f1

0.915917

0.833604 0.831696

|

0.838094

0.917499

K- Fnld Cross Valldat\on Numher

Bayes

I
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4 1.3 Random Forest
lunnmeaesn1sdieuuLaaesnIsinuesillanan1maaedsn accuracy
W Stratified K Fold Cross Validation %14 5 asalaafiuasanwsaAa 0.997 0.998 0.999 0.998

uaz 0.997 ANNATAL fold AauanslugLi 25

RF NO IPID accuracy
1.0 4 0.997208 0.998293 0.998759 0.997983 0.997207

0.8 q
0.2 q
0.0 -
— n

™~ m b3
K-Fold Cross validation Number

o

o
o

Percent

=}
S

Awdsznau 25 naluanaAn accuracy 284013 1da 1A IPID Tun1slaldans Random

forest

UN19MARRINIFAFNULLANABIN13N UL A NAN1INARSIAN precision
Wil Stratified K Fold Cross Validation %14 5 AsalpsifiuasawsAa 0.997 0.998 0.999 0.998

waz 0.997 ANANAL fold Auanslugiln 26

RF NO IPID precision
10] 0997214 0.9983 0.998763 0.997987 0.997213

0.8 1
0.2
0.0 -
— =+ n

[a] m
K-Fold Cross Validation Number

=}

=}
o

Percent

o
'S

A nlszney 26 naWLameAn precision 284n15 19 mAN IPID Tunnglaldeni Random

forest
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TUN1INAABINITAFIULLANAAINI1IN WU LA NAN1INARRIAN recall
Wil Stratified K Fold Cross Validation %4 5 as4lasinadansAa 0.997 0.998 0.999 0.998

WAz 0.997 ANNATAL fold AauanslugLi 27

RF NO IPID recall
1.0 4 0.997208 0.998293 0.998759 0.997983 0.997207

0.8 A
0.6 -
0.4 1
0.2
0.0 -
- [Ta]

o~ ~” -
K-Fold Cross validation Number

o

Percent

nndsznau 27 ns N waneA recall 184N 1E91%AN IPID Tuniglad 14911 Random forest

Iuﬂﬁﬂ’lmaﬂﬁﬂ’]?ﬁ%ﬁ\‘iLLLI‘]_Iﬁﬁ@@ﬁﬂﬁ?ﬁﬂuﬁﬁﬁuiﬁmﬂﬂﬂ?Vlﬁ@ﬂ\?ﬂ"] f-1 Ly
Stratified K Fold Cross Validation %14 5 AsalaailnadansAa 0.997 0.998 0.999 0.998 LAY

0.997 ANNATAL fold Aeuanslugili 28

RF NO IPID f1
1.0 0.997209 0.998293 0.998759 0.997983 0.997209

0.8
0.6 4
0.4 4
0.2 4
0.0 -
- L ['2]

™ m
K-Fold Cross Validation Number

=}

Percent

Ailsznal 28 nelianaAn -1 189013191161 IPID T1nn9l:d 19971 Random forest
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4.1.4 Support Vector Machine
lunnmeaesn1sdieuuLaaesnIsinuesillanan1maaedsn accuracy
Wil Stratified K Fold Cross Validation %4 5 aselaainadansAa 0.9150.9150.919 0.919

WAz 0.917 ANNATAL fold AauanslugLi 29

SVM NO IPID accuracy
0.914986 0.914507 0.918852 0.919317 0.9173

0.8 1
0.6
0.4
0.2 4
0.0 -
- n

™~ m b3
K-Fold Cross validation Number

Percent

Awdsznau 29 nauaneAn accuracy 284n13lda AN IPID Tun1slaldanss Support

Vector Machines

UN19MARRINIFAFNULLANABIN13N UL A NAN1INARSIAN precision
Wil Stratified K Fold Cross Validation %14 5 As4laailadnwsAa 0.928 0.928 0.932 0.932

waz 0.93 AuaAL fold AaLanalugi 30

SVM NO IPID precision
0.927861 0.92723 0.931782 0.931193 0.930306

0.8
0.6 -
0.4 1
0.2
0.0 -
- - ['a}

[a] m
K-Fold Cross Validation Number

Percent

nwdsznau 30n31MuansAn precision 189n151491AN IPID lun1sldldeu Support

Vector Machines
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TUN1INAABINITAFIULLANAAINI1IN WU LA NAN1INARRIAN recall
Wil Stratified K Fold Cross Validation %14 5 aselaainadansAa 0.914 0.914 0.919 0.919

Az 0.917 ANNATAL fold Aauanslugiln 31

SVM NO IPID recall
0.914986 0.914507 0.818852 0.919317 0.9173

0.8
0.6 -
0.4
0.2
0.0 -
- [Ta]

o~ ~” -
K-Fold Cross validation Number

Percent

Ansznay 31 naLaneAn recall 284191 E91AN IPID lunnglaldany Support Vector

Machines

Iuﬂﬁ‘i‘wmm\?ﬂ’]m%‘/’wLLLI‘LI@T’\@@\‘mW?ﬁﬂuﬂﬂﬁu1ﬁmﬂﬂﬂiﬂﬁ1@ﬂﬁﬁﬂ f-1 buy
Stratified K Fold Cross Validation 4 5 A5alaailtadawsmAa 0.913 0.912 0.917 0.917 WAL
0.915 ANNATAL fold Aeuanslugili 32

SVM NO IPID f1
0.912693 0911946 0916778  0.916973  0.914665

0.8 4
0.6 4
0.4 4
0.2 4
0.0 -
- L ['2]

™ m
K-Fold Cross Validation Number

Percent

nwdsznau 32 naluaneAn -1 aaanislderuan IPID Tunnsladldenw Support Vector

Machines
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4.2 nsnAaadlsERNEnwnsasuLusaaInsyinunalagldnuanantis IPID

Negative Ratio
4.2.1 K-nearest Neighbors
’Lum:“wmmmm%’wLLum"mmmiv‘hmﬂ&uﬁmmiwmfmﬂ'ﬁ accuracy
WUy Stratified K Fold Cross Validation ‘I;V\i 5 ﬂ%@‘imﬁmﬁwﬁ“ﬁ@ 0.994 0.994 0.996 0.994

Az 0.997 AuaNsL fold Aauanalugiln 33

KNN IPID accuracy
104 0.9924105 0.994104 0.996276 0.994414 0.996587

0.8
0.6
0.4 4
0.2 4
0.0
— =t n

~N m
K-Fold Cross Validation Number

o

Percent

Awdsznay 33 nanluaneAn accuracy 184013k 19 mAn IPID Tunnsldanis K-Nearest

Neighbors

Tun1ImeaeIn1saFauuLa1aeInN1I1neiulANan1mAae9An precision
WU Stratified K Fold Cross Validation 914 5 a5alnalinadwsAa 0.994 0.994 0.996 0.994

waz 0.997 ANANAL fold Auandlugiln 34
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KNN IPID precision
104 0.994128 0.994132 0.996279 0.994427 0.996592

0.8
0.6 -
0.4
0.2
0.0 -
- - ['a}

[a] m
K-Fold Cross Validation Number

o

Percent

A nlsznay 34 naNLaRAN precision 229073 199 1A IPID Tun13ldanis K-Nearest

Neighbors

Iuﬂﬂﬁ‘VIﬁ@ﬂ\?ﬂW?m’(’NLLUU’ﬁ’]@ﬂ\iﬂﬁﬁ‘ﬁ’]u’]ﬂﬂ/uvLﬁst@ﬂﬂ?%ﬂ@'ﬂ\iﬁ'ﬁ recall
Wil Stratified K Fold Cross Validation 914 5 as4lnailnadansAa 0.994 0.994 0.996 0.994

Az 0.997 muaNsL fold Aauanalugiln 35

KNN IPID recall
1.04 0.994105 0.994104 0.996276 0.994414 0.996587

0.8
0.6 1
0.4
0.2
0.0 -
- n

™~ m -
K-Fold Cross validation Number

=}

Percent

Awlsznau 35 neianaAn recall 129019 1 ld9n1@n IPID lun13199114 K-Nearest

Neighbors

TUNIIMAARINITEFNUULAIARIN1TN USRS NAN1INARIAT -1 LUL
Stratified K Fold Cross Validation %4 5 As9laailadwsAa 0.994 0.994 0.996 0.994 LAY

0.997 AINAIAL fold AsuandlugLi 36



1.0

[l

o

0.8

0.6

Percent

0.4

0.2

0.0

nndsznau 36 nauaneAn -1 1a9n19kdlE91A IPID Tun13ldanss K-Nearest

4.2.2 Naive Bayesian

KNN IPID f1

0.99411

0.994099 0.996275 0.994414

0.996588

[a] m
K-Fold Cross Validation Number

Neighbors
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Tun1Inmaen1saialuLanaeenITinuedulinan1snaaesan accuracy

Wil Stratified K Fold Cross Validation 914 5 as4lnsinadansAa 0.961 0.960 0.958 0.964

Az 0.963 AuaNAL fold Aauanslugiln 37

1.0

0.8

0.6

Percent

0.4

0.2

gNB IPID accuracy

0.961371

0.0

A nlsznay 37 nanuansAn accuracy 1aan13kEawAN IPID Tunnsldldeu Gaussian

0.960434 0.957797 0.964469

0.962917

[a] m
K-Fold Cross validation Number

Naive Bayes

[

Tunnmeassnisairauuuataesn1sinwaiilinan1mmaaeasn precision

Wi Stratified K Fold Cross Validation %14 5 As4lpaifiuasanwsAa 0.963 0.962 0.959 0.964

Az 0.964 ANNATAL fold Aauanslugih 38
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gNB IPID precision
1040962745 0962183 0958957  0.965467 0.96385

0.8
0.6 -
0.4
0.2 1
0.0 -
- - ['a}

[a] m
K-Fold Cross Validation Number

Percent

A nlsznay 38 naNLERAAN precision 229n15 1 91AN IPID linnglaldanis Gaussian

Naive Bayes

Iuﬂﬂﬁ‘VIﬁ@ﬂ\?ﬂW?m’(’NLLUU’ﬁ’]@ﬂ\iﬂﬁﬁ‘ﬁ’]u’]ﬂﬂ/uvLﬁst@ﬂﬂ?%ﬂ@'ﬂ\iﬁ'ﬁ recall
W1l Stratified K Fold Cross Validation 114 5 asalnalnadansAa 0.961 0.960 0.958 0.961

Az 0.963 AuaNAL fold Aananalugiln 39

gNB IPID recall
10970961371 0960434 0957797  0.964469 0962917

0.8
0.6 -
0.4 1
0.2
0.0 -
- n

™~ m -
K-Fold Cross validation Number

Percent

Awilsznal 39 nenanaAn recall 189019 1911A IPID lunn9lud 199114 Gaussian Naive

Bayes

TUNIIMAARINITEFNUULAIARIN1TN USRS NAN1INARIAT -1 LUL
Stratified K Fold Cross Validation %4 5 AsalaaluadwsmAa 0.962 0.961 0.958 0.965 LAY

0.963 AINAIAL fold AsuAntlugL 40



1.0 A

[l

0.8

0.6

Percent

0.4

0.2

0.0

gNB IPID f1

0961715

0.960867 0.858025

0.964631

0.963166

[a] m
K-Fold Cross Validation Number

49

Andsznau 40 na N wAASAN -1 189n151E911A IPID lunislud 19911 Gaussian Naive

4.2.3 Random Forest

Bayes

Tun1Inmaen1saialuLanaeenITinuedulinan1snaaesan accuracy

Wil Stratified K Fold Cross Validation 914 5 as4lnsinadansAa 0.998 0.999 0.999 0.999

LAz 0.998 ANANAL fold Aauanalugiln 41

1.0

[l

=}

0.8

0.6

Percent

0.4

0.2

0.0

A nszney 41 naWLaneAn accuracy 289n15kE91AN IPID Tunnsldldaru Random

RF IPID accuracy

0.997983

0.998604 0.998914 0.998604

0.998138

[a] m
K-Fold Cross validation Number

forest

Tunnmeassnisairauuuataesn1sinwaiilinan1mmaaeasn precision

Wi Stratified K Fold Cross Validation %14 5 As4lpaifiuasanwsAa 0.998 0.999 0.999 0.999
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KNN performance comparison
{average from 5-fold cross-validation)
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GMNB performance comparison
{average from 5-fold cross-validation)
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RF performance comparison

{average from 5-fold cross-validation)
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SVM performance comparison
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